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Production Deployment Checklist
Exchange RBAC and delegated administration

Use this checklist to move an RBAC change from discovery through validation,
controlled deployment, certification, and rollback.

Change ownership

Change / project
Business owner

Security owner

Exchange owner

Planned deployment date

Change reference

1. Deployment lifecycle

Discover - export current roles, assignments, scopes, groups, policies, and application grants.
Design - define persona mapping, threat analysis, scope ownership, and rollback.

Build - create versioned role, scope, and assignment definitions in the lab.

Validate - run positive, negative, overlap, expiry, and failure tests.

Pilot - apply to a limited governed population with heightened monitoring.

Deploy - apply the controlled production change with checkpoints.

Certify - complete owner attestation and drift review.

Exchange RBAC - Production Deployment Checklist - Page 1 https://blog.sadhan.ch



Support Engineering Blog blog.sadhan.ch

Authorization and Evidence

Confirm the capability, boundary, assignments, and supporting evidence before approval.
2. Authorization and boundary design

Persona and business outcome are documented.

Every required cmdlet, parameter, or application role is justified.

The resource boundary has an owner and authoritative membership source.

Recipient or configuration scopes are explicitly defined.

Any exclusive scope has a verified recovery assignment.

All assignment paths have been inventoried.

Microsoft Entra APl permissions were reviewed for additive access where applications are involved.
Positive and negative authorization tests are defined.

Protected and out-of-scope resources are included in testing.

3. Evidence and change record

Before-state export / location Test evidence / location
Rollback commands / location Approvals / decision record
Monitoring plan / observation window Post-change evidence / location
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Production Readiness

Use this gate immediately before the production change is approved.
4. Production readiness

Persona and business outcome are documented.

Every required cmdlet, parameter, or application role is justified.

The resource boundary has an owner and authoritative membership source.
All assignment paths have been inventoried.

Positive and negative tests passed.

Protected and out-of-scope resources were tested.

Rollback commands were peer reviewed.

Emergency access was verified independently.

Monitoring and certification ownership are assigned.

Effective live configuration matches approved intent or documented exceptions.

Approval decision

Approve only when the evidence supports the intended authorization boundary
and the rollback path has been reviewed.
Record the final decision on the next page.
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Decision Record

Record the purpose, affected objects, evidence, approvals, and rollback.

5. Change record

Purpose / business outcome

Objects changed

Before state

Test cases and results

Rollback

Approvals

Rollback principle

Prefer the smallest reversible action - remove the new assignment, restore prior membership
or role definition, or remove the new scope after dependencies are cleared.
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